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Cybersecurity in Healthcare

Three Paradoxes and the Need for a 

Paradigm Shift
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Giuliano Pozza

• President of A.I.S.I.S. (Italian Association of Healthcare Information Systems Professionals– www.aisis.it) 

• C.I.O. Ospedale S. Raffaele

• Biomedical Engineer

Introducing myself…

www.linkedin.com/in/gpozza/

www.yottabronto.net

http://www.aisis.it/
http://www.yottabronto.net/
http://www.yottabronto.net/
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… and AISIS
About AISIS

The Italian organization of healthcare 

information systems managers (AISIS) was 

founded in 2003 to promote the development of 

IT professionals and the strategic role of 

Information Technology in healthcare. It 

currently has over 500 members ranging from 

CIOs to non-technical e-Leaders. AISIS 

organizes events, training courses (AISIS 

eHealth Academy), research programs 

(eHealthLab) and is also active in the 

promotion of a social and philanthropic 

approach to healthcare IT (AISIS4Social). 

AISIS operates in association with other 

national and international organizations. For 

more information, please visit www.aisis.it.

Annual event: Digital Health Summit with 

LifeTech Forum (www.digitalhealthsummit.it) 

Main Partnerships:

- AICA

- AIIC

- AITASIT

- ASSD

- CHIME (https://chimecentral.org/chime-and-

aisis-announce-plans-to-launch-chapter-in-italy/)

- Ethos.it

- FIASO

- GHT

- HIMSS

- Istituto Superiore Sanità

- LifeTech Forum

- Osservatorio Innovazione Digitale in Sanità del 

Politecnico di Milano

- SDA Bocconi School of Management 

- …

http://r20.rs6.net/tn.jsp?f=001boql5AZr4JYJGASZ8sLtHRYlGr2qsv5jYPR-3Bxvat_FxSWXsJsZ848dfH3gVKqDSYV9nAwXZ7NXY0G5S9O4iqq7NDGaAAayBNI9Qpq2sxv6n4BAqe99Lsy1sukq0_YcnQpfUUtF78M=&c=&ch=
http://www.digitalhealthsummit.it/
https://chimecentral.org/chime-and-aisis-announce-plans-to-launch-chapter-in-italy/
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Agenda

• The Context: Cybersecurity in Healthcare

• Three paradoxes
– Are There More Things in Shadow IT Than in Official IT?

– In Healthcare, a Large and Growing Amount of Sensitive Data and the Most Dangerous and 

Potentially Life-Threatening Systems Are, From the Security Perspective, in a “No Man’s Land” 

– CIOs Are Working Hard to Fortify the Walls of the Citadel, but There Is no Citadel to Defend

• Paradigm Shift Ahead!
– The light and the dark side

– We need a risk based approach

– The human factor

– A good start

• Q&A
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War games…

(https://threatmap.fortiguard.com - http://www.norse-corp.com/map/ - www.digitalattackmap.com)

(The battle of the black gate)

https://threatmap.fortiguard.com/
http://www.norse-corp.com/map/
http://www.digitalattackmap.com/
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Healthcare under attack!

Attacks distribution (2011-2016)
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Healthcare: The perfect storm
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Healthcare: The perfect opportunity
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Agenda

• The Context: Cybersecurity in Healthcare

• Three paradoxes
– Are There More Things in Shadow IT Than in Official IT?

– In Healthcare, a Large and Growing Amount of Sensitive Data and the Most Dangerous and 

Potentially Life-Threatening Systems Are, From the Security Perspective, in a “No Man’s Land” 

– CIOs Are Working Hard to Fortify the Walls of the Citadel, but There Is no Citadel to Defend

• Paradigm Shift Ahead!
– The light and the dark side

– We need a risk based approach

– The human factor

– A good start

• Q&A
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Paradox #1

Are There More Things in Shadow IT Than in Official IT?

Real life example: diagnostic imaging in an 

hospital:

20TB Managed by IT (RIS-PACS), 631TB 

not managed by IT (or not managed?)

IT
3%

Non IT
97%

Diagnostic imaging (per year value in 
TB)

IT Non IT
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Paradox #2

In Healthcare, a Large and Growing Amount of Sensitive Data and the 

Most Dangerous and Potentially Life-Threatening Systems Are, From 

the Security Perspective, in a “No Man’s Land”

https://www.youtube.com/watch?v=smhPhmNsvVc

Top 10 Health Technology Hazards for 2018 ECRI Institute

1. Ransomware and Other Cybersecurity Threats to 

Healthcare Delivery Can Endanger Patients

2. Endoscope Reprocessing Failures Continue to Expose

Patients to Infection Risk

3. Mattresses and Covers May Be Infected by Body 

Fluids and Microbiological Contaminants

4. Missed Alarms May Result from Inappropriately Con 

gured Secondary Noti cation Devices and Systems 

5. Improper Cleaning May Cause Device Malfunctions, 

Equipment Failures, and Potential for Patient Injury

6. …

https://www.youtube.com/watch?v=smhPhmNsvVc
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Paradox #3

CIOs Are Working Hard to Fortify the Walls of the Citadel, but There Is 

no Citadel to Defend



XVIII International Symposium on Progress in Clinical Pacing – Rome Dec. 4 2018 

13

Agenda

• The Context: Cybersecurity in Healthcare

• Three paradoxes
– Are There More Things in Shadow IT Than in Official IT?

– In Healthcare, a Large and Growing Amount of Sensitive Data and the Most Dangerous and 

Potentially Life-Threatening Systems Are, From the Security Perspective, in a “No Man’s Land” 

– CIOs Are Working Hard to Fortify the Walls of the Citadel, but There Is no Citadel to Defend

• Paradigm Shift Ahead!
– The light and the dark side

– We need a risk based approach

– The human factor

– A good start

• Q&A
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https://www.youtube.com/watch?v=1-3kYjsWTJI

https://www.youtube.com/watch?v=1-3kYjsWTJI
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…but there is a dark side!
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We need a Risk based approach
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Risk map – example (1/2)
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Risk map – example (2/2)
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The Human Factor
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If you want a good start… S.T.O.P.!
To address cybersecurity effectively in healthcare we need to address 3 areas:

STRATEGY:

 No citadel to defend: protection of an open city with a wide attack surface

 Move from a siloes approach to an integrated and holistic approach to security. All the information and automation 

technologies in and out the hospital must be addressed, regardless of who is responsible for what

TECHNOLOGY:

• In technology assessment and acquisition, it is important to ensure that security is one of the basic requirements, 

included by design in the technology under evaluation (from applications to pacemaker)

• In selecting the tools and services to support security, the IT department should incorporate an architectural vision 

and evaluation of the impact on the users (security vs. usability, data protection vs. data sharing…)

ORGANIZATION & PROCESSES

• Robust and «risk focused» process review needed

• Work on culture! (90% of defence!)

• Unification/coordination of different technology departments is a must! E.g.: the three typical technology departments in 

a hospital (facility, clinical engineering and IT) were born when buildings were walls and bricks, medical devices were dumb 

machines, and IT managed a well-defined set of applications and data. 

• Cross-fertilization and hybridation is a value!

• The whole echosystem (supplier, providers, patients, clinicians, IT professionals, payors) must work together
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Example of a good stard: AISIS & AIIC

The battle of the 5 armies:

The first joint document by 

C.I.O.s (AISIS) and Clinical 

Engineers (AIIC) on 

Cybersecurity & IoT in 

Healthcare!
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What Next…
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Final considerations: are we here… 



XVIII International Symposium on Progress in Clinical Pacing – Rome Dec. 4 2018 

…or here?
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Q&A

Contact Info: giuliano.pozza@gmail.com or www.yottabronto.net

mailto:giuliano.pozza@gmail.com
http://www.yottabronto.net/

